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Abstract—Subsequently, by executing various attacks on
benchmark datasets such as MNIST, we construct Federated
Learning Malicious Parameter Identification (FLMPID) dataset
to enable malicious client detection. Building on this dataset, we
propose FORTRESS (Federated POisoning-Resistance Defense
via Dual-Domain Distance and TRust AssESSment), a framework
designed to detect and mitigate malicious updates from clients.
FORTRESS employs a unique encoder-decoder architecture. The
encoder utilizes dual-domain distance metrics on weights and
gradients to extract hidden representations, while the decoder
leverages Actor-Critic (AC) reinforcement learning for trust
assessment. We evaluated FORTRESS under multiple attack
scenarios and demonstrated its defense effectiveness, making it
a promising solution for enhancing the security of FL systems.

Index Terms—Federated learning, poisoning attacks, anomaly
detection, reinforcement learning, cosine-constrained substitution
attack.

I. INTRODUCTION

EDERATED Learning (FL) is a distributed collabora-
tive framework that addresses data decentralization by
enabling participants to retain their personal data during model
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training. Unlike traditional centralized machine learning, FL
mitigates the “Data Silos” issue, particularly in industries
reluctant to share sensitive information. With regulations
such as the General Data Protection Regulation (GDPR) in
2016 and the Artificial Intelligence Act (Al Act) in 2024,
protecting user privacy has become critical. Introduced by
Google as a privacy-enhancing solution [1], FL allows clients
to send model parameters or gradients to a central server
rather than sharing raw data. This approach has been widely
adopted in sectors like medicine, finance, and social media to
collaboratively train models while safeguarding data privacy
[2]. However, the decentralized nature of FL exposes it to
various attacks. Malicious participants can manipulate local
models by altering parameters or modifying personal data,
leading to model poisoning or data poisoning attacks [3].
These attacks degrade global model accuracy and may embed
backdoors—malicious patterns that trigger incorrect outputs
under specific conditions. Unlike general poisoning attacks,
backdoors allow normal model behavior in most scenarios but
trigger malicious outputs under specific conditions, compro-
mising reliability.

To defend against such attacks, various Byzantine-robust
frameworks have been developed. Early methods like Geo-
Median [4] reduce outlier influence but are vulnerable to
median shift attacks [5]. Approaches such as Krum [6] and
Trim-Mean [7] exclude malicious clients but require prior
knowledge of their number and are susceptible to adversar-
ial strategies. FoolsGold [8] downweights clients exhibiting
highly similar updates, assuming colluding attackers produce
correlated updates, but struggles when attackers introduce
diversity. Recent approaches, such as FLTrust [9], assign trust
scores using cosine similarity with a trusted server. Clustering-
based methods, including FLAME [10], FreqFed [11], and
DFLDual [12], rely on the assumption that malicious clients
comprise less than half of the population, which reduces
their effectiveness in scenarios with a higher proportion of
adversaries.

In this study, we first identify a novel attack that bypasses
FLTrust [9], the current state-of-the-art (SOTA) defense
mechanism in FL. This attack works by crafting malicious
substitute models with high cosine similarity to benign local
models, thereby circumventing FLTrust’s defense mechanism
and degrading the global model. To bridge this gap, we
create a dataset for simulating poisoning attacks in FL,
constructed using MNIST [13], Fashion-MNIST (F-MNIST)
[14], and CIFAR10 [15] under a range of attack scenarios.
This dataset includes both malicious and benign participant
updates, enabling research into distinguishing between them,
simplifying anomaly detection into a classification problem,
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and providing a foundation for evaluating defense methods.
Building on this dataset, we propose FORTRESS, a robust
framework that combines anomaly detection with adaptive
aggregation to defend against diverse attacks. FORTRESS
identifies malicious updates by comparing client-uploaded
weights and gradients per round through a dual-distance
approach. Based on this, it assigns trust scores for aggregation
to enhance global model robustness. Unlike existing meth-
ods, FORTRESS requires no prior knowledge of malicious
participants or attack strategies, adapting to a wide range of
scenarios.

We evaluate our defense strategy under multiple attack
settings, including our CCS attack, model poisoning, and
data poisoning attacks. To simulate real-world scenarios,
we conduct experiments in non-independent and identi-
cally distributed (non-IID) environments. Experimental results
demonstrate that FORTRESS outperforms other defense meth-
ods in both accuracy and robustness across most cases,
showcasing its adaptability to different attacks and varying
proportions of malicious clients. For instance, under the
CCS attack on the Fashion-MNIST dataset with 60% clients
be malicious, FORTRESS achieves an accuracy of 74.29%,
higher than FLTrust (60.3%) and FedAvg (10.18%). We sum-
marize our main contributions as follows:

e We propose an attack targeting cosine similarity-based
defense mechanisms, revealing the inherent vulnerabili-
ties of such approaches.

e We propose a novel defense mechanism capable of
defending against model and data poisoning attacks in
non-IID environments, mitigating attacks without assum-
ing prior knowledge of malicious participant counts or
attack strategies.

e We conduct comprehensive experiments with formal
robustness analysis to evaluate our method, demonstrating
its effectiveness and resilience against threats.

Page Organization The remainder of this paper is orga-
nized as follows. Section II reviews related work on attacks
and defenses in FL. Section III briefly reviews some pre-
liminaries. Section IV formulates the problem, detailing the
system model, threat model, and design objectives. Section V
presents the Cosine-Constrained Substitution (CCS) Attack
and provides theoretical analysis. Section VI introduces the
FORTRESS defense framework. Section VII evaluates the per-
formance of FORTRESS. Section VIII concludes this paper.

II. RELATED WORK

Federated Learning (FL) enables multiple clients to col-
laboratively train a global model without exchanging private
datasets, addressing privacy concerns in distributed machine
learning. In a centralized FL setup, a server coordinates the
training process by broadcasting the global model to clients
and aggregating their updates to refine the model. In contrast,
decentralized FL allows clients to share and aggregate model
updates directly with one another, achieving convergence to
a global model through iterative communication. However,
the challenges of non-1ID data distributions across clients and
potential adversarial behaviors in real-world scenarios make
FL vulnerable to various attacks. [1].

One prominent threat in FL is Poisoning Attacks, which can
be broadly categorized into two categories: data poisoning
that manipulates training samples (annotated as (1) in Fig. 1),
and model poisoning that directly alters gradient updates
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Fig. 1. An illustration of poisoning attacks in federated learning.

or local model weights (denoted as (2) in Fig. 1). During
local training phases, malicious clients strategically deploy
these attacks: data poisoning corrupts training data, while
model poisoning injects biased parameters. Crucially, both
benign and poisoned local models are aggregated without
discrimination, leading to global model contamination. This
poisoned global model is then broadcasted to all participants
in the subsequent training round, creating a attack cycle where
the poisoning effects propagate and amplify across iterations.

Data poisoning involves malicious clients manipulating
their local training data through methods such as label
alteration through systematic misclassification protocols (e.g.,
label flipping via predefined class permutation matrices) or
injection of adversarially perturbations that preserve sam-
ple perceptibility, ultimately degrading the global model’s
accuracy or inducing non-convergent training dynamics [18],
[19]. A particularly insidious form is the backdoor attack,
where hidden triggers are implanted in the model to produce
adversary-specified outputs when activated while maintain-
ing normal performance on clean data. This stealthy and
targeted nature renders backdoor attacks significantly more
challenging to detect and mitigate compared to untargeted poi-
soning attacks. Advanced backdoor techniques enhance stealth
through malicious-benign update mixing or distributed trigger
deployment, including: blending backdoors [20] train separate
clean and backdoored models, then create a blended model
through weighted parameter averaging; constrain-and-scale
backdoors [21] optimize malicious models by simultaneously
minimizing task-specific loss and restricting parameter devi-
ations from benign models through p-norm penalty terms
in the objective function; distributed backdoors [22] allo-
cate distinct trigger fragments to colluding clients, which
collectively assemble into a complete trigger pattern through
model aggregation. These implementations retain core attack
mechanisms but simplify synchronization protocols, which
reduces detectability during aggregation.

Model poisoning attacks manipulate gradients or model
updates through geometric transformations in parameter space.
Gradient Ascent Attacks [23], for instance, deliberately reverse
gradient directions through sign inversion operators applied
during local optimization steps to maximize loss function cur-
vature. Countermeasures include robust aggregation methods
such as: Geo-Median [4] utilizing geometric medians to reduce
outlier impacts; the Krum algorithm [6] selecting updates
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with minimal squared distance sums; and the Trimmed-Mean
method [7] excluding extreme updates before averaging. While
effective against basic attacks, these methods falter against
sophisticated strategies due to their dependency on accurate
estimations of malicious participant counts and behaviors. The
p-Norm Attack [24] perturbs gradients to manipulate p-norm-
based aggregation rules, ensuring Byzantine gradient selection
during aggregation. Accompanying defense method Bulyan
combines Krum with trimmed mean variants. Median Shift
and Krum Median Shift Attacks [5] craft malicious updates
using Gaussian-distributed parameters. The mean is maximally
shifted relative to benign parameters’ standard deviations, pre-
serving original variance to subtly distort aggregation. These
attacks underscore existing defenses’ limitations in addressing
advanced adversarial manipulations.

More recent approaches have introduced novel mechanisms
to enhance robustness. FLTrust [9] pioneered a ground-
breaking trust-weighted aggregation framework through its
innovative dual mechanisms: (1) cosine similarity measure-
ment between client updates and server-computed reference
gradients, and (2) dynamic aggregation weight assignment
based on trust scores. This seminal work established criti-
cal foundations for Byzantine-robust FL by addressing some
poisoning attacks mentioned before through its trust-anchored
paradigm. However, FLTrust relies on the server maintaining
a small-scale but class-complete dataset which makes it less
suitable for real non-IID scenarios. FLAME [10] counters
backdoor attacks through clustering-based filtering and noise
injection, identifying poisoned models as outliers. Similarly,
DFLDual [12] leverages dual-domain client clustering and
trust bootstrapping to exclude malicious clients. However,
these methods face limitations: FLAME primarily targets
backdoor attacks, while FLTrust and DFLDual’s reliance on
cosine similarity leaves it vulnerable to carefully designed
perturbations.

Despite advances, existing defenses still face challenges in
balancing robustness, scalability, and performance in the pres-
ence of sophisticated adversarial behaviors. This highlights
the importance of continued research to develop more effec-
tive and adaptive solutions for securing Federated Learning
systems.

III. PRELIMINARIES

This section provides an overview of the key concepts and
techniques used in this paper.

A. Federated Learning

Federated Learning (FL) aims to solve the following opti-
mization problem:

w* = argmin F(w), F(w) = Ep-x[f(D,w)]. (1

Here, w represents the global model parameters, D is the
training data, and f(D,w) is the loss function. The goal of FL
is to minimize the global loss function F(w) by aggregating
local updates from multiple clients without sharing raw data.

B. Actor-Critic Reinforcement Learning

Reinforcement Learning (RL) is a branch of machine learn-
ing where an agent learns to make decisions by interacting
with an environment. Unlike supervised learning, RL can
handle out-of-distribution (OOD) data by exploring unseen
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states and adapting its policy. Actor-Critic methods [25], a
class of RL algorithms, combine two components: the actor,
which updates the policy, and the critic, which evaluates
actions using value functions. This method leverage Temporal
Difference (TD) error [26], with the TD target defined as:

Quarget = 7+ ¥+ Onex - (1 — I(done)). 2

Here, r is the immediate reward, y the discount factor, Qyext
the next state’s Q-value, and I(done) an indicator for episode
termination. The TD error, as the difference between the
target and current Q-value, stabilizes updates and accelerates
convergence. Actor-Critic methods are particularly effective in
environments with continuous state and action spaces.

C. Dirichlet Distribution

In federated learning environments, the Dirichlet distri-
bution is widely used to simulate real-world non-IID data
distributions [27]. This approach effectively models the data
heterogeneity among different clients, thereby more accurately
reflecting the data distribution characteristics encountered in
practical applications.

The Dirichlet distribution is parameterized by a vector
a = (a1, ay,...,ak), where each a; > 0. Its probability density
function is defined as:

K .
(o) e ®

M5 T@)

., Xg must satisfy:

S, L xgar, .. ak) =

where the variables xi, ..

K
Y xi=1 x20 Vi 4)
i=1

Specifically, by adjusting the concentration parameter « of
the Dirichlet distribution, researchers can simulate different
levels of data heterogeneity across clients, from iid (¢ — o0)
to extreme non-iid (@ — 0) scenarios, enabling systematic
evaluation of federated learning algorithms.

D. Common Distance Metrics

Most poisoning attack detection methods rely on distance
measures to identify malicious behaviors. In this section, we
introduce several common distance metrics that will be used
in our subsequent analysis.

1) Cosine Similarity: A measure of similarity between two
vectors based on the cosine of the angle between them:

V1 °Vy
Ivillval®

cos(d) = 5
where v1,v, € R” denote the input vectors. The result ranges
from -1 to 1, where 1 means the vectors are identical in
direction, 0 means they are orthogonal, and -1 means they
point in opposite directions.

2) Wasserstein Distance: : A metric that quantifies the dis-
tance between two probability distributions by measuring the
minimum cost of transforming one distribution into another.
For probability distributions P and Q with cumulative distri-
bution functions Fp and F respectively, the 1st Wasserstein
distance is defined as:

Wi(P, Q) = /

—00

00

|Fp(x) = Fo(x)ldx. (6)

This formulation is particularly effective for capturing distri-
butional shifts in continuous spaces.
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3) Entropy Distance: Based on information entropy, this
metric quantifies the difference in information content by
calculating the absolute difference of their entropy values:

Entropy(vi,v2) = |H(vy) = H(V2)|,
H(v) == pilog(p)).

)
®)

Here, H(v) represents the entropy of vector v, and p; denotes
the probability of each unique value in the vector.

4) Norm Distance: (L,): Measures the difference between
two normalized vectors using various p-norms, each with its
own sensitivity to deviations:

e Lys: Sensitive to small but widespread deviations, which
are common in malicious updates [28].

e [; (Manhattan Distance): Captures the overall magni-
tude of deviations by summing the absolute differences
between corresponding elements.

e [, (Euclidean Distance): Emphasizes larger deviations
while downplaying smaller ones by computing the square
root of the sum of squared differences.

e L, (Chebyshev Distance): Detects extreme outliers by
identifying the maximum absolute difference between
corresponding elements.

E. Trust Assessment

The trust assessment mechanism was first proposed in
FLTrust [9], where the trust score for each client is updated
dynamically in each round. The trust score update rule is:

TS! =TS + max(0,ATS?), )
where ATS! is the trust score change of client i in round .
The non-negative constraint ensures that trust scores do not

decrease. The trust score 7'S! is then used to compute the
aggregation weight o} for global model updates:

r_ 1—1 t t t TSE
w=w"+Y al-AwW, d (10)

DY

1

IV. PROBLEM FORMULATION

In this section, we first present the system model and threat
model for federated learning. We then introduce the goals of
the defense mechanism.

A. System Model

We formalize a federated learning ecosystem comprising
N heterogeneous clients and a central aggregator. Each client
i maintains a private dataset D; and executes local model
training through iterative interactions with the server. The
server’s primary function involves reconciling these client-
submitted weights {Of')}fi , through aggregation protocols to
produce the global model #®. Clients exhibit two behavioral
types: benign participants faithfully execute the learning pro-
tocol by transmitting genuine parameters, whereas malicious
actors strategically manipulate their 6;0 submissions to subvert
model convergence.
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B. Threat Model

In this paper, we follow the attack model in previous
works [9], [12]. Specifically, we assume that malicious clients
manipulate their parameters to achieve specific adversarial
goals. The percentage of attackers among all participants is
not specified, with benign clients representing the majority
of data distribution. The attack method may be collaborative
or individual. Typically, attackers possess basic knowledge
similar to all participants, such as information about the global
model. Additionally, malicious clients may have access to
other participants’ parameters to implement certain attacks.
They are aware of the aggregation rules but do not know
the specific parameters of the defense methods. Attackers can
manipulate their personal data or model parameters to achieve
specific goals. Attackers may choose any established attack
strategy, though unaware of defense specifics.

C. Defender’s Capability and Knowledge

As the protocol enforcer, the aggregator maintains full visi-
bility into the weight vectors 6’5” directly submitted by clients.
The server computes gradient updates: A6 = ¢ — g¢=D
by comparing current submissions to #“~. This computa-
tion enables continuous monitoring of parameter dynamics
across rounds. The defense infrastructure incorporates a diag-
nostic module powered by a virtual client with verification
dataset D,, which facilitates comparative assessment of model
behaviors. However, three fundamental constraints govern the
defender’s operational scope: absence of prior knowledge
about the instantaneous number of malicious clients M®,
blindness to specific attack vectors A® employed by adver-
saries, and potential distributional divergence between D, and
the union of client data Uf\il D; that limits diagnostic accuracy.

D. Design Objectives

The defense framework is designed with the following key
objectives:

o Effectiveness: Capable of effectively counteracting data
poisoning and model poisoning attacks, ensuring the
defense mechanism remains robust across varying num-
bers of malicious clients and different types of attack
methods.

o Fidelity: Ensures that the defense mechanism does not
significantly impact the convergence or accuracy of the
global model in the absence of malicious clients.

o Adaptability: The defense mechanism can adapt to emerg-
ing attack methods and remain effective in complex attack
scenarios without compromising its robustness.

V. THE COSINE-CONSTRAINED SUBSTITUTION ATTACK

As previously discussed, cosine similarity-based defense
mechanisms (e.g., FLTrust [9] and DFLDual [12]) and
p-norm distance-based methods (e.g., Geo-Median [4], Krum
[6], Bulyan [24]) constitute current primary defense paradigms
in federated learning. Our proposed Cosine-Constrained Sub-
stitution (CCS) Attack specifically targets these defense
frameworks by constructing poisoned model weights during
the training phase. The attack objectives are twofold: (1) to
degrade model convergence speed or prevent global model
convergence entirely, and (2) to maintain evasion from detec-
tion mechanisms through carefully crafted perturbations.
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Fig. 2. Overview of the CCS attack.

To operationalize this attack, Fig. 2 illustrates the dual-
constrained optimization process. Specifically, it generates
substitute vectors v, through a dual-constrained optimization
process. These vectors preserve a cosine similarity above
threshold 6 with benign vectors v; while adhering to
specific £, norm constraints. This strategic design allows the
attack to circumvent common defense mechanisms precisely
by exploiting their reliance on directional alignment (via
cosine similarity) and magnitude consistency (via p-norm
comparisons). Compared to conventional model poisoning
attacks, CCS demonstrates stealth through parameter-space
constrained modifications: iteratively (1) selective zeroing of
k parameters with smallest absolute values, and (2) addition
of minimal perturbations to remaining params for maintaining
p-norm distances, until the cosine similarity falls below
threshold 6. This approach preserves statistical characteristics
critical for defense mechanisms while introducing attacks.
The attack’s effectiveness stems from its exploitation of
fundamental limitations in current defenses, as identified in
experiments described later.

A. Specification of CCS Attack

As the Algorithm 1 shows, the CCS attack is implemented
by constructing a substitute vector v, € R” that maximizes the
number of zero elements while maintaining a minimum cosine
similarity threshold. Here, v; € R”" represents the original
vector obtained by flattening the model parameters into a
feature vector, and n denotes the dimension n of the vector.
The attack designs v, to maintain cosine similarity above 6
with v;, while satisfying specific norm constraints such as ¢j,
>, or other norms. The algorithm automatically determines the
maximum number of elements & that can be set to zero while
meeting these constraints. After optimization, we reshape v,
to the original model structure and upload it.

This method effectively determines the maximum number
of elements that can be zeroed out while still maintaining the
required similarity threshold and matching the target norms.
By retaining the largest elements and adjusting their values
minimally, the direction of v, remains sufficiently close to
that of vl. At the same time, the ¢p; norm constraints are
satisfied, enabling the substitute vector v, to bypass defenses
based on these norms. This adaptive approach ensures we
achieve the highest possible sparsity while still maintaining
the effectiveness of the attack.

B. Theoretical Analysis
Theorem 1: Consider following optimization problem:

min (%) = (¥}, - i)’

i

(1)
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Algorithm 1 Cosine-Constrained Substitution Attack

Require: Original vector v; € R", cosine similarity threshold
6, desired norms {d;}, learning rate 5, maximum epochs E
Ensure: Substitute vector v, € R"
1: k<0
2: § « sign(vy)
3: v"i‘bs — ]

sorted abs

4: vy « sort(v{*, descending)
5: while k < n do

6 Ve VvPedn—k]

7 Initialize Vop < ¥

8 for epoch =1 to E do

9: loss « Zi(”f}opt”pi - di)2
10: Vopt < Vopt — 17 - V(loss)
11: Vopt < max(Popt, 0)

12: end for

13: vy « zeros(n)
14: Map 7y back to original positions in v,
15: V) <= Vy- S
16:  cos « —2
[vililvall
17: if cos < 6 then
18: Return the last valid k and its corresponding substi-
tute v,
19: end if

20: k—k+1
21: end while
22: return: v,

subject to V>0, (12)

where p; > 1 and d; are the desired norm values. Then, this
optimization problem is solvable in the sense that a local
minimum exists, which is sufficient for our purposes.

Proof: First, note that the objective function f(V) is contin-
uously differentiable with respect to ¥. Although the function
may be non-convex, standard gradient-based optimization
methods can be employed to find a local minimum.

We compute the gradient of the objective function with

respect to V:

Vif(¥) =2 Z (191, = i) V59l 13)

To find V;l|¥],,, we proceed as follows. Let § = Z'j’;’f \75.”',

so that [[¥]|,, = S /7. Then,

. 0 v
V\"7||V||pi — % (Sl/[?l) (14)
1 11
= sV (15)
| B _ 1\ T
_ ;S;,- Y ) (16)
T
=5 (W L) a7
Therefore, the gradient of the objective function is:
1Ly [y -1\ "
Vef =23 (Il —d) s (7 w3) L as)

Given that ¥ > 0 and the initial values are positive, we can
use gradient descent methods to iteratively update v. After
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each iteration, we project any negative components back to
zero to satisfy the constraint ¥ > 0.

While the optimization problem may be non-convex, a
local minimum is sufficient for our application. In practice,
gradient-based optimization algorithms effectively identify
such solutions, allowing us to construct a substitute vector
v that closely satisfies the desired norm constraints.

Theorem 2: Let v € R" be a non-zero vector, and let
6 € (0,1) be a cosine similarity threshold. Suppose we sort
the components of v in descending order of their absolute
values and construct a sequence of vectors v'®) by zeroing the
smallest k& components and optimizing the remaining (n — k)
components as described in Theorem 1. Then, the cosine
similarity cos (V, V’(k)) decreases monotonically as k increases.
Consequently, for all k£ > kyx, we have a maximal integer kpax

such that:
,(k)> >0,
cos (v,v {< 0.

Proof: We aim to show that as k increases, cos (v, v’(k))
decreases.
First, express the cosine similarity explicitly:

(k)
cos <v v’(k)) _ X
’ [IVIl2 v ©ll2

if k = kiax,

if k # kmax. (19)

(20)

Since vzf.;‘) = 0 for i > n—k, the numerator and denominator
becomes:

ey

n n—k
k) _ (k)
Z Vivi = Z VoV
i=1 i=1
n—k 1/2

2
(k) _ 7(k)
v = X ()

i=1

(22)

As k increases, the number of non-zero terms n—k decreases,
so both the numerator and denominator are sums over fewer
terms. For the numerator, consider the difference between k&
and k + 1. Define:

n—k n—k—1
N =Y vapy, Nk+1) = > vevg ™. (@23)
i=1 i=1
The difference between the two is:
N(K) = Nk + 1) = vV (24)

Since v;;k_)k) > 0 and v(,—) share the same sign due to the

reconstruction step, the product v(n,k)vzflli)k) > 0. Therefore:
N(k+1) < N(k).
For the denominator, we similarly define:

n—k 1/2

2
Do =1V =Y () )

i=1

(25)

Since vzg‘_t)l) = 0, substituting k + 1 into the definition of

D(k) gives:

D(k + 1) < D(k). (26)
Thus the cosine similarity at k is:
N(k)
,<k>> -
cos(v,v = —, 27
( lIvll2D(k)
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TABLE I
KEY NOTATIONS

Notation  Description Notation Description
Dirain Task dataset Dy, Wasserstein distance
Dy FLMPID dataset De Entropy distance
D; Dataset for client % w Normalization factor
D, Server’s root dataset n Scaling factor
Ry Number of iterations I Distance features
N Number of clients Encoder  Encoder model
« Dirichlet parameter Decoder  Decoder model
Ry Number of FL rounds TS Cumulative scores
A Attack method ATS Trust score change
S Number of attack € Exploration rate
t Current iteration index T Temperature
w Global weight A Distillation weight
wj Client weight wy Virtual client weight
Aw; Client update Awy Virtual client update

By substituting k + 1 into the definition, following from the
Cauchy-Schwarz inequality, we have:

Nk 4 1) = (Voupn), v ETD)
.

(28)
< |IVa—k=pll2llv (29)

As one component of v'® is zeroed out, we have
IVa-k-nll2 < IVa-pll2 and [[VEEDll < v @], which implies:

N(k+1)<M

< . 30
D(k+1) = D(k) 50
Thus, the cosine similarity satisfies:
cos (V, V'(k+1)) < cos (V, V’(k)) . 31
Combining these observations, we conclude that

cos (V,V'(k)) decreases as k increases. Since cos (v,v'?)
is maximal and decreases with k, there exists a maximal
integer kmax that satisfies (19).

VI. THE FORTRESS

In this section, we first introduce the FLMPID dataset,
which is designed to facilitate the training and evaluation of
defense mechanisms against malicious participants in feder-
ated learning. We then present the overview of the FORTRESS
framework and details of the proposed defense mechanism.
The main notations are shown in Table. I.

A. Introduction of the FLMPID Dataset

To simplify the detection of malicious clients as a clas-
sification problem, we introduce the FLMPID dataset. It is
constructed based on the original FL task datasets (see details
in the Experimental Setup section), dividing the training data
into N parts via a Dirichlet distribution to reflect realistic
non-IID data among participants. Using the standard FedAvg
method, we simulate malicious clients manipulating their
transmitted parameters. After several iterations, we collect
global and client model parameters, including weights and
gradients per round, to construct the FLMPID dataset. By
leveraging the FLMPID dataset, we extract distance features
from benign samples and various malicious attack patterns and
integrate them into a multi-labeled training dataset (where data
with different attack/normal labels are combined for training).
This enables the pre-training of FORTRESS models and the
application of transfer learning to defend against poisoning
attacks in real-world federated learning scenarios.
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Algorithm 2 FLMPID Dataset Generation

Algorithm 3 FORTRESS Framework

Require: Training dataset D;,,;,; Number of clients N; Dirich-
let parameter a; FL rounds R,; attack methods A ps;
Number of attack simulations S

Ensure: FLMPID dataset D,

1: Initialize empty dataset D, = {}

2: {Dy,...,D,} < DirichletSplit(Dy,4in, N, @)

3: for a in Ayp.s do

4: for i=1to S do

5: w? « random initialization

6: for t =1 to R, do

7: // Select benign and malicious clients
8: Cp, C,, < SelectClients(N)

9: for j in C, do

10: W LocalTraining(w'™!, D}, R))
11: Awfj :w;—w"l

12: end for

13: for j in C,, do

14: wh SimulateAttack(w'™", D;, R}, a)
15: Aw; = w’j —wi!

16: end for

17: ff= CollectParams({Aw’j})

18: Dy = Dq U{(f', a)}

19: wh — FedAVg({wfi}jechucm)

20: end for

21: end for

22: end for

23: return: Dy

B. Introduction of the FORTRESS Framework

As illustrated in Fig. 3, the FORTRESS framework operates
through nine coordinated steps: The process (1) initiates by
flattening client model weights and computing their deviations
from virtual reference weights. These deviations feed into an
encoder (2) that extracts multi-dimensional distance features,
generating latent representations of client behavior patterns. A
decoder then interprets these representations (3) to produce
dynamic trust scores, which undergo temporal aggregation
with historical metrics (4) forming cumulative trust values.
During model aggregation (5), client updates are weighted
proportionally to their cumulative trust scores before recon-
structing the original architecture (6) for global deployment
(7). In training phases (8), global model performance met-
rics (e.g., accuracy) generate optimization rewards that drive
iterative refinements (9) of the decoder’s actor-critic networks
via gradient-based policy updates. The complete workflow is
formalized in Algorithm 3.

1) Preparation and Training Phase: As mentioned earlier,
the aggregation server requires a small, clean root dataset
for comparison, similar to the approach used in the FLTrust
defense [9]. However, we do not require this root dataset
to represent the complete data distribution across all clients.
We propose three methods for constructing this root dataset:
(a) utilizing the central server’s existing local dataset, origi-
nally intended for evaluating the accuracy of the aggregated
global model; (b) requesting clients to provide a small,
desensitized dataset, which can be generated using privacy-
preserving techniques such as Differential Privacy (DP) [29],
Generative Adversarial Networks (GANs) [30], or similar

Require: N clients with local training datasets D;; a server
with root dataset D,; global iteration count R,; local
iteration count R;; current iteration index f; client weight
w;; global weight w; encoder Encoder; decoder Decoder;
cumulative trust scores 7S; distance features f.

Ensure: Global weight w

1: W0 « random initialization

2: Initialize cumulative trust scores 7S « 0
3: fort=1,2,--- ,R, do

4 // Step 1: Local Training Phase

5: Server sends w'~! to all clients

6: for each client i € {1,---, N} in parallel do

7 w! « LocalTraining(w'™!, D;, R))

8 Send {w!,|D;|, R} to server

9

: end for
10: w! « LocalTraining(w'~', D,, R;)
11: // Step 2: Calculate Distance Features
12: for each client i € {1,---, N} in parallel do
13: Aw! = —RlDl_ i il

LT Y RAD) i )
14: end for
15: Aw = Rt e
T Yo RiD)| (v )

16: for each client i € {1,--- , N} do
17: f,l aradients = CalculateDistances(Aw!, Aw".)
18: fl.fweights = CalculateDistances(w}, ')

. 1 t t
19: f; — [f;',weighls’f;‘,gradiems]

20: end for

21: // Step 3: Calculate Trust Score and Aggregation
22: ATS' = Decoder(Encoder(fi.x))

23: for each client i € {1,--- , N} do

24: TS! =TS 4+ max(0,ATS?)

25: end for

i t_ N TS! t
26: AW =D e AW
J= J

27: wh— w4+ Aw!
28: end for
29: return: w

methods; (c) using a batch from the training client itself during
local aggregation in decentralized FL.

The following explanation assumes a centralized FL setting,
where the trusted aggregation server orchestrates the training
process and uses the root dataset for comparison. The server
also holds pre-trained encoder and decoder models, which
serve as the core of the entire FORTRESS framework. In each
training round, all clients, including a virtual client hosted on
the server, train their local models. After training, clients send
their parameters to the server, including model weights, data
size, iteration count, and updates (computed as the difference
from the previous round’s global weights). To reduce data
transmission, updates are used as a substitute for gradients,
as they are mathematically equivalent.

2) Distance Feature Calculation: To ensure fair com-
parison between clients with different workloads, we first
normalize updates based on each client’s data size and iteration
count. We then compute 12 distance metrics separately for
weights and gradients (represented as updates) between each
client and the virtual client, using the latter as a baseline,
and combine the two types of distance features. These metrics
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Fig. 3. the architectural overview of FORTRESS framework.

include cosine dissimilarity, wasserstein distance, entropy
distance, various L, norms (Los, Li, L, L), and statisti-
cal distances (mean difference, median difference, standard
deviation difference, min-max difference). This diverse set
of metrics allows us to capture different aspects of poten-
tial malicious behavior: directional differences through cosine
dissimilarity (i.e., the complement of cosine similarity), dis-
tributional shifts via wasserstein distance, unusual value pat-
terns through entropy, magnitude variations through different
norms, and overall statistical characteristics through statistical
distances.

3) Extract Hidden Representations: As shown in Fig. 3,
each round when server receives parameters from clients
and calculates the distance features, the encoder generates
hidden representation vectors (h;) for each client. These hidden
representations are used to compute trust scores, which reflect
the reliability of each client. The encoder consists of a Batch-
Normld layer for feature normalization, an Attention layer
for feature weighting, and four Residual Blocks for extracting
hidden representations. During the pre-training phase, we com-
bine the encoder with a fully connected (FC) layer to output
the client type and optimize the model using cross-entropy.
When deployed, the FC layer is removed, and the encoder
outputs the hidden representation. To enable the encoder to
be effectively deployed in practical scenarios and to handle
new attack methods, we adopt two strategies: fine-tuning [31]
on a dataset simulated from attack scenarios and knowledge
distillation [32] for adapting to new attack scenarios.

To enable the encoder to identify malicious participants
from the parameter updates of all clients in different FL tasks,
we fine-tune it as follows: First, the root dataset (D,) is used
to simulate attack scenarios and generate a fine-tuning dataset
(Dy). This involves splitting D, into benign data and malicious
data, simulating weight updates, and calculating the distance
features f between these updates. The resulting features, along
with corresponding attack labels, form Dy. The pre-trained
encoder is then fine-tuned using Dy. During this process, the
feature extraction layers of the encoder are initialized with the
pre-trained weights and remain frozen, while the remaining
layers are updated. This refinement ensures that the encoder is
better suited for practical deployment, enabling it to effectively
distinguish malicious participants in diverse FL scenarios.

Knowledge distillation enhances the encoder’s detection by
transferring knowledge from a pre-trained teacher encoder to a
student encoder. The process uses simulated attack data, where
weight benign and malicious updates are generated and their
distance features f are stored in the dataset D,. The student
encoder is trained with a total loss combining cross-entropy
loss (L) and knowledge distillation loss (Lg;), where Ly, is
the KL divergence between the softened outputs of the teacher
model and student model:

Lyg = KL(o(Es(B)/T), o (E«(B)/T)), (32)
and the total loss is:
Litar = (1 = DLee + AT Lyy. (33)
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Here, o(x) represents the softmax function, 7 is the tem-
perature parameter controlling the smoothness of the outputs,
and A balances the two loss terms. By minimizing L, the
student encoder adapts to new attack scenarios while retaining
detection capabilities.

4) Trust Score Calculation: To ensure computational effec-
tiveness and robustness, we adopt a hybrid switching strategy
between two mechanisms shown in Fig. 3. The server alter-
nates between a supervised mechanism and a reinforcement
mechanism. The supervised mechanism, operating during the
4 rounds of each 5-round cycle, is computationally efficient
and performs well under normal conditions. It computes the
trust score (ATS;) for each client using hidden representations
(h;), defined as the probability of the client being benign minus
the maximum probability of it being malicious.

However, the supervised mechanism may struggle with
persistent misclassification of certain benign clients due to
their behavioral patterns. To address this limitation, we intro-
duce the reinforcement mechanism every fifth round. This
mechanism, based on an Actor-Critic reinforcement learn-
ing approach, is designed to provide additional insights and
handle out-of-distributed client behaviors through exploration
and long-term reward optimization. It explores alternative
strategies and mitigates the biases of the baseline classifier,
enabling adaptation to diverse attack methods. Additionally,
the reinforcement mechanism aims to handle the complex
scenarios where malicious clients may still contribute useful
data. Instead of simply excluding these clients, it learns
to assign small weights to their contributions, allowing the
system to preserve potentially useful features while the larger-
weighted contributions from benign clients help mitigate the
impact of potential malicious manipulations.

By combining the strengths of both mechanisms, our hybrid
approach enhances the robustness and performance of the
federated learning system. It addresses challenges such as
persistent classifier biases and unexpected client behaviors
with greater flexibility and adaptability, achieving a balance
between effectiveness and adaptability.

In the supervised mechanism, the decoder uses a FC layer
and a Softmax layer to calculate ATS;:

ATS; = max(pp, — max(pp), 0). (34)

Here, py is the probability of a benign update, and py, repre-
sents probabilities of malicious updates. In the reinforcement
mechanism, the decoder employs an actor-critic framework.
The policy model calculates AT'S ; using a Linear and Attention
layer, while the critic model evaluates actions using Residual
Blocks and a fully connected layer. During the pre-training
phase, the critic model is trained to evaluate the quality
of actions and assist in optimizing the policy model. When
deployed, only the policy model is used for decision-making.
The exploration rate € is updated dynamically as:

,
€ = €nd + (Estart — €end) * EXP (——) , (35)

R,

where €, and €g are hyperparameters, r is the current step,
and R, is the total rounds. The total reward Rgn, combines
accuracy reward Ry, and action reward Raion, scaled to
[-1, 1]. Policy and critic losses are used to optimize the policy
and critic models. During inference, the policy model directly
calculates trust scores.
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5) Aggregation and Model Update: Similar to the FLTrust
defense, the cumulative trust score update process for both
mechanisms is defined as in (9), which ensures that the trust
score change is non-negative. The trust score in the current
round is computed based on the previous round’s score and
the trust score change, determined by the decoder in the super-
vised mechanism or the policy model in the reinforcement
mechanism. The updated trust score is then used to calculate
the aggregation weight, determining each client’s contribution
to the global model update, as described in (10). This process
ensures that clients with higher trust scores have a greater
influence on the global model.

Through the entire FORTRESS framework, each participant
is scored in every round based on their behavior, thereby
weakening the influence of malicious participants on the
global model and effectively defending against poisoning
attacks. Additionally, the reinforcement mechanism addresses
the supervised mechanism’s tendency to overly penalize
slightly suspicious but potentially useful updates, enabling
the system to adaptively learn from diverse client behaviors
and improve the global model’s robustness and accuracy in
non-IID settings.

C. Formal Robustness Analysis

We present the formal robustness guarantees of our frame-
work under a set of natural assumptions. These assumptions
characterize the separability of features distinguishing benign
and malicious behaviors, the adequacy of the attack simulation
dataset used for training, and the controlled decay of the rein-
forcement learning exploration rate. Under these conditions,
we establish a rigorous bound on the difference between the
learned global model and the optimal model.

Theorem 3 (Formal Robustness Guarantees): The Fortress
framework satisfies robustness if following conditions are met:

The benign and malicious distance features exhibit a mini-
mum separation, quantified by a positive constant y, such that
the norm of the difference between their expected feature vec-
tors satisfies ||E[h,]—E[h,,]|| > v. The attack simulation dataset
is sufficiently large to ensure reliable training, specifically, its
size satisfies |[Dyuck] = Q(d/ egm), where d is the feature
dimension and €,y is a parameter controlling trust score
accuracy. The reinforcement learning exploration rate follows
a decaying schedule given by € = €ng + (Egtart — €ena)e” /R,
with the final exploration rate €,9 bounded above by a safe
threshold €g,f.. Under these assumptions, after 7 rounds of
training, the global model w'” satisfies the following bound
with probability at least 1 — §:

. C [1og(1/6)
w® —w*| < 7% + Ca férust + C3 gT, (36)

where f denotes the fraction of malicious clients, and
Cy,C,, C3 are constants depending on system parameters.

Proof: The security guarantee is established by carefully
analyzing the reliability of the trust scoring, the stability of the
aggregation process, and the bounding of malicious influence
on the global model.

First, under the assumption of feature separability, the
empirical risk minimization (ERM) based encoder-decoder
model yields a high probability that the trust score difference
for a benign client exceeds a threshold 7. More precisely, this
probability is lower bounded by an expression that exponen-
tially decays with the size of the attack simulation dataset and
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the squared feature gap 92, controlled by the feature variance
bound cri:

Da ac 2
Pr(ATS; > 7 ]yi=1)> 1 —exp (—ﬂ) .

2
207,

Minimizing the cross-entropy loss further ensures that the trust
Score error €,y is bounded above by a quantity proportional
to the square root of the ratio between the feature dimension d
(scaled by the logarithm of the hypothesis space size |H| over
the confidence parameter §) and the attack dataset size:

dlog(IHl/9)
€rust < A
2|Dattack|

Next, we consider the stability of the aggregation weights.
Denoting the deviation of each client’s weight from the ideal
indicator by Aw'” = w® —1[y; = 1], the hybrid defense mech-
anism guarantees that the cumulative expected squared norm
of these deviations over 7 rounds is bounded. Specifically, it
is upper bounded by the sum of a term linear in T scaled by
the square of €,y and a term diminishing with the square root
of the reinforcement learning horizon R,:

T
C
S ENAWOIP] < Telyy + — =,
=1 Rg
where the constant Crp. depends on the size of the action space

A and the discount factor ygp as Cgp = O ( 1'_“;‘}; .

The final component bounds the influence of malicious
clients on the aggregated gradient. Letting g ., denote the
weighted sum of malicious gradients, the trust scores ensures
that its norm does not exceed the product of the malicious
client fraction f, the trust score error plus a statistical confi-
dence term, and the norm of the true gradient at the optimum:

[log(1/8
llgmall < f (arust + %/)) (IVF(wh).

Building on these results and standard assumptions in fed-
erated learning (e.g., smoothness, bounded variance, Polyak-
Lojasiewicz condition) as in [1], the global model update
satisfies a recursion that, with an appropriately chosen learning
rate 1, telescopes to

4 (Lo? logT
(T) )12 2.2 2
E|w" — w| Sﬁ(a—‘y—fftms[(;)-i-(,)( T )
When data distributions follow a Dirichlet allocation with
parameter a = 0.5, the expected per-client distribution diver-
gence can be explicitly computed as
ccc-1) _20(C-1)
a@C+1)|,5 C+2 "~

where C is the number of classes. Incorporating this into the
client drift term refines the bound to

% + Elp?]
Nefr ’

Finally, the trust scoring mechanism remains effective in
distinguishing malicious updates from benign non-IID varia-
tions provided that

ok [El]]
trust = 2G n .

Elp;] =

D, <
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Dirichlet Class Distribution on CIFAR10 (a=0.5, part=10)
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Fig. 4. Example of class distribution by dirichlet partition.

This condition guarantees that the trust scores separate mali-
cious behavior, completing the argument for the theorem.

Taking the square root of the final bound concludes the
proof of Theorem 3.

The theorem highlights several intrinsic trade-offs inherent
to the system design. First, the term involving €y reflects a
balance between safety and computational resources: increas-
ing the size of the attack dataset reduces this term but incurs
additional training overhead. Second, the reinforcement learn-
ing mechanism introduces a transient error that decays with the
number of training rounds, balancing adaptivity and stability.
Finally, the linear dependence on the fraction of malicious
clients f indicates that the system degrades gracefully rather
than catastrophically as attack intensity increases.

VII. EXPERIMENTS

A. Experimental Setup

1) Datasets: We evaluate our framework on six benchmark
datasets spanning visual recognition and biomedical domains:
MNIST [13], Fashion-MNIST [14], CIFAR10 [15], Human
Activity Recognition (HAR) [16], and Colorectal Histology
MNIST (CH-MNIST) [17]. All vision datasets are loaded
through PyTorch’s datasets API, preserving original splits.
The HAR dataset utilizes predefined training (7,352 sam-
ples) and test (2,947 samples) partitions containing triaxial
smartphone sensor time-series. MNIST offers 60,000 training
and 10,000 test grayscale digits (28x28), structurally mir-
rored by Fashion-MNIST’s apparel images. CIFAR10 provides
50,000 training and 10,000 test RGB images (32x32) span-
ning 10 object categories. CH-MNIST provides biomedical
data with 5,000 histology tile samples (150x150 RGB)
across 8 tissue morphology classes, while HAR captures
human motion patterns extracted from accelerometer and
gyroscope readings, representing 6 activity types.

To simulate realistic federated scenarios, we apply Dirich-
let distribution-based partitioning [27] with concentration
parameter @« = 0.5. This stratified partitioning mechanism
assigns shards of varying sizes to clients, where smaller «
values induce higher inter-client data imbalance while pre-
serving label distribution characteristics within each shard.
As illustrated in Fig. 4, chromatic differentiation encodes
distinct classes, while the cumulative bar chart’s vertical
stacking quantifies inter-client data distribution heterogeneity
across categories. By leveraging the Dirichlet distribution, we
can effectively simulate real-world non-IID data distributions
where distinct partitions exhibit skewed class distributions
with varying degrees of quantity deviations across cate-
gories. Our implementation strictly adheres to the original
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dataset specifications without additional data augmentation or
resampling.

2) Parameters: We systematically evaluate 11 attack meth-
ods and one composite attack. The composite attack method
randomly selects one of the 11 methods for each malicious
client to simulate dynamic adversarial behavior. Each mali-
cious client implements one of the following strategies:

e No Attack (NA): The client is benign, there is no attack
method during local training.

o Label Flipping Attack (LF): We use the same label
flipping attack setting as [9]: Transforms original label
[ into M — [ — 1, where M denotes the total class count.

e Sample Poisoning Attack (SP): Sample Poisoning
Attack perturbs the input data by adding random noise
to the original samples, thereby corrupting the training
data distribution. We injects Gaussian noise A/(0, 1) into
all training samples, with pixel values clipped to [-1, 1].

e p-Norm Attack (PN): Computes layer-wise mean gra-
dients from benign clients, then perturbs a randomly
selected coordinate by y = 0.1 through unit scaling.

e Cosine-Constrained Substitution Attack (CCS): Exe-
cutes parameter substitution through an iterative process:
(1) Regular local training to obtain initial weights Hf’); 2)
Gradually replaces the smallest-magnitude weights with
zeros while maintaining convex optimization constraints
that jointly minimize /; and /, distances from benign
parameters; (3) Terminates substitution when the cosine
similarity between modified weights and original weights
drops below threshold 6 = 0.9.

e Gradient Ascent Attack (GA): During local training,
attacker implement gradient inversion completely revers-
ing the optimization direction while maintaining the
original magnitude of updates.

e Median Shift (MS) & Krum Median Shift Attacks
(KMS): These collusion attacks strategically crafts mali-
cious updates by generating parameters from a Gaussian
distribution. The mean shift magnitude automatically
adapts to maintain the statistical boundary of benign
parameter distribution, thereby distorting aggregation
geometry without manual hyper-parameter tuning.

e Basic Backdoor Attack (BB): For image datasets,
embeds a 3 x 3 special square (grayscale=0) at the top-left
corner of poisoned samples. For HAR (Human Activity
Recognition) dataset, implements temporal backdoor by
zeroing the first 9 timesteps across all sensor channels.

e Blend Backdoor Attack (BLB): Combines clean and
backdoored models with equal weights.

e Constrain-and-Scale Backdoor Attack (CSB): Bal-
ances cross-entropy loss and Ir-distance between
clean/backdoor models using equal loss weights.

e Distributed Backdoor Attack (DBA): Distributes com-
plementary trigger patterns through uniform task alloca-
tion - each malicious client receives one distinct pixel
position within the original 3 x3 trigger region. The global
backdoor emerges through trigger union, with excess
positions beyond the attacker count M® being automat-
ically discarded. Formally, for M® < 9 attackers, the

. . (0]
composite trigger becomes U%zl(xm,ym) where (X, Vi)
denotes unique pixel coordinates.

To simulate real federated scenarios, we establish a fed-
erated learning system comprising N = 100 client nodes
(except for HAR and CHMNIST, which follow the settings
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in [9] with N = 30 and N = 40 due to their limited
sample sizes). While our experiments systematically investi-
gated varying proportions of malicious clients, we observed
that when malicious clients exceed two-thirds of participants
under non-IID data distributions (Dirichlet partitions with
a =0.5), even complete exclusion of adversarial models fails
to enable the global model to capture comprehensive data
patterns—thereby significantly diminishing the utility of feder-
ated learning. This empirical finding motivates our selection of
three representative configurations for detailed analysis: f =0
(baseline without attacks), f = 30 (sub-% maliciousness), and
f =60 (sub—% maliciousness), which respectively correspond
to scenarios of no security threats, moderate adversarial pres-
ence, and critical system vulnerability thresholds. The global
iteration count R, is set to 50 with local iteration count
R; = 1, employing stochastic gradient descent with learning
rate 7 = 0.1 and mini-batch size |B| = 32. Parameters
containing NaN values are automatically excluded from aggre-
1 if 6; € Rd
0 otherwise
resilience, backdoor triggers {'z'k}f=1 are embedded in all vali-
dation samples Dy, . The global model architecture comprises
2-3 convolutional layers {Conv2D(cjn, cout, k)} followed by 2-3
fully connected layers {FC(di,, doy)}, With precise layer con-
figurations adapted per dataset through arg ming £(¢; Diain)-

3) Metrics: We evaluate our method using two met-
rics aligned with our objectives: the accuracy of detecting
malicious participants and the global model accuracy. The
malicious client detection rate measures the method’s Adapt-
ability, defined as its capability to identify malicious clients
across diverse and evolving attack scenarios. To test the
defense effectiveness against backdoor attacks, all data in the
validation set is embedded with the same backdoor patterns as
those in the training set. Meanwhile, the global model accuracy
reflects both Fidelity and Effectiveness, assessing the defense
mechanism’s ability to preserve the model’s accuracy and
convergence while effectively mitigating poisoning attacks.

4) Baselines: We compare our method with FedAvg [1],
Krum [6], Trimmed Mean [7], and FLTrust [9]. Assum-
ing the number of malicious clients (f) is known, Krum
selects gradients based on the smallest L; distance among
N — f — 2 gradients. For Trimmed Mean, 2f gradients are
trimmed (removing the f largest and f smallest). Similar
to FLTrust, our method uses a small root dataset generated
via the Dirichlet method to detect malicious clients. Unlike
FLTrust, however, our root dataset does not aim to represent
the complete data distribution of all clients.

5) Hardware and Software Environment: All experiments
were conducted on a PC equipped with an RTX 4090 GPU, an
Intel i5-13600KF processor, 32GB of RAM, and a 1TB SSD.
The system ran on Windows 11 with CUDA 12.4 installed. The
primary software environment included Python 3.9, PyTorch
2.4.1+cul18 with GPU acceleration enabled. We used virtual
environments to manage dependencies and ensure consistency
across experiments.

gation through Iiiq(6;) = . To evaluate attack

B. Experimental Results

As elaborated previously, our framework aims to achieve
three core objectives: Effectiveness through precise detec-
tion and identification of malicious participants followed by
systematic reduction of their aggregation weights, ultimately
improving final model accuracy; Fidelity by maintaining
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ACCURACY (%) IN DETECTING MALICIOUS PARTICIPANTS
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Attack Category Attack MNIST | F-MNIST | CIFARI0 | HAR | CH-MNIST
- No Attack 78.09 79.17 63.12 77.37 81.60
Label Flipping Attack 98.41 73.05 78.65 86.93 80.30
Sample Poisoning Attack 97.80 71.34 73.32 84.43 86.83
Data Poisoning Basic Backdoor Attack 83.26 78.30 74.49 74.40 78.80
; Blending Backdoor Attack 82.14 74.07 60.10 73.56 75.23
Distributed Backdoor Attack 75.21 74.36 60.78 68.57 75.77
Constrain-and-Scale Backdoor 87.43 70.71 68.03 62.57 78.93
p-Norm Attack 93.43 89.36 87.32 88.87 83.51
Gradient Ascent Attack 72.15 NaN* NaN* NaN* NaN*
Model Poisoning | Median Shift Attack 86.28 89.03 87.24 89.83 83.7
Krum Median Shift Attack 87.33 89.39 89.18 88.98 87.6
Cosine-Constrained Substitution Attack 99.71 87.51 88.16 83.80 85.3
" indicates attacks ignored due to invalid model outputs (e.g., None values)
TABLE IIT
MALICIOUS ATTACK DETECTION ACCURACY (%) BEFORE VS. AFTER FINE-TUNING
Attack Fashion-MNIST CIFAR-10 CH-MNIST HAR
Before After Before After Before After Before After
No Attack 73.14 72.81(J0.33) 79.61 73.52(16.09) 69.12 68.48(10.64) 72.30 79.06(16.76)
Label Flipping Attack 4221 75.24(133.03) 1032 61.52(151.20) 29.11 63.89(134.78) | 42.23  71.56(129.33)
Sample Poisoning Attack 37.13  76.81(139.68) 17.59  51.68(134.09) 19.44  58.64(139.20) 38.11 72.72(134.61)
p-Norm Attack 81.29 89.04(17.75) 75.13 84.38(19.25) 72.18 81.66(19.48) 83.17 88.31(15.14)
Median Shift Attack 58.44  84.82(126.38) 16.58  81.92(165.34) 24.17  73.49(149.32) 58.80  74.96(116.16)
Krum Median Shift Attack 41.16  87.56(146.40) 33.75 86.32(152.57) 22.16  71.93(149.77) | 41.64  74.15(132.51)
Basic Backdoor Attack 28.77  56.80(128.03) 11.69  49.19(137.50) 27.34  61.22(133.88) 29.18  52.20(123.02)
Blending Backdoor Attack 21.88  61.66(139.78) 9.17 53.79(144.62) 13.54  52.39(138.85) 21.59  67.02(145.43)
Distributed Backdoor Attack 19.07  54.43(135.36) 9.33 40.54(131.21) 20.14  58.17(138.03) 12.07  57.58(145.51)
Constrain-and-Scale Backdoor 21.34  48.95(127.61) 1434 44.14(129.80) 9.88 48.17(138.29) 11.33  52.72(141.39)
Cosine-Constrained Substitution Attack 41.29 86.95(145.66) 14.02 81.28(167.26) 24.77 84.13(159.36) 44.35 82.01(137.66)

baseline-comparable model performance in attack-free sce-
narios without introducing significant accuracy degradation;
Adaptability through consistent defensive performance across
heterogeneous datasets, diverse learning tasks, and evolv-
ing attack strategies. All empirical evaluations are publicly
available in our GitHub repository.! Experimental validation
confirms that our method fulfills these design objectives,
as quantitatively demonstrated through comprehensive metric
analysis:

1) Accuracy in Detecting Malicious Participants: Lever-
aging the FLMPID prepared simulated attack dataset, we
systematically evaluate Fortress’s capability to discern mali-
cious patterns under varying adversarial conditions. This table
originates from (a) systematic aggregation of client behavioral
patterns across 11 attack variants and different adversarial
ratios (f=0%, 30% and 60%), as detailed before, and (b)
performance benchmarking through standardized 80-20 dataset
splits. As shown in Table II, the proposed framework demon-
strates reasonable effectiveness and adaptability across various
attack scenarios. The non-100% accuracy for benign clients
reflects the inherent challenge in completely distinguishing
normal updates from adversarial patterns, while maintaining
practically effective discrimination capability.

For data poisoning attacks, the detection accuracy remains
high in most cases. Notably, the Label Flipping Attack
achieves an accuracy of 98.41% on MNIST and 86.93%
on HAR, demonstrating the framework’s strong capability in
identifying this type of attack. However, the accuracy drops
for certain attacks and datasets, such as the Blending Backdoor
Attack on CIFAR10 (60.10%) and the Distributed Backdoor
Attack on HAR (68.57%), suggesting that these attacks are
more challenging to detect in some scenarios. Regarding

Uhttps://github.com/Aquarids/Flmpid-pub

model poisoning attacks, the detection accuracy is generally
robust, with most values exceeding 80%. The p-Norm Attack
and Krum Median Shift Attack are detected with high accuracy
across all datasets. The Gradient Ascent Attack may induces
gradient explosion during federated aggregation, ultimately
causing invalid model outputs (NaN). As shown in the table,
this attack inherently produces catastrophic numerical instabil-
ity, making explicit detection unnecessary since NaN values
directly indicate attack occurrence. The Cosine-Constrained
Substitution Attack achieves near-perfect detection on MNIST
(99.71%), further highlighting the effectiveness of the detec-
tion approach against sophisticated model poisoning strategies.
These results suggest that the dual-domain comparison of
weights and gradients provides a useful approach for iden-
tifying malicious behaviors across diverse datasets and attack
types, though further improvements may be needed to handle
more subtle or distributed attacks.

The fine-tuning mechanism serves as the cornerstone for
maintaining defense efficacy across heterogeneous federated
learning scenarios. The experimental framework begins with
a model pre-trained on the MNIST dataset. This baseline
model undergoes direct evaluation on multiple target datasets
including Fashion-MNIST, CIFAR-10, CH-MNIST, and HAR
without adaptation. Subsequently, the feature extraction lay-
ers are frozen while the classification layers are fine-tuned
separately on each target dataset. After domain-specific fine-
tuning, the adapted models are evaluated on their respective
target datasets to assess performance changes. This two-
stage approach examines how transferable the malicious
participant detection capabilities remain across varying data
distributions. As shown in Table III, substantial performance
improvements are observed after fine-tuning. On CIFAR-10,
detection accuracy for Label Flipping Attack rises from
10.32% to 61.52%, while Cosine-Constrained Substitution
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TABLE IV
ACCURACY (%) OF DETECTING MALICIOUS PARTICIPANT ACROSS DATASETS BEFORE AND AFTER KNOWLEDGE DISTILLATION

Attack MNIST Fashion-MNIST CIFAR-10 HAR CH-MNIST
Before  After | Before After Before After Before After Before After

No Attack 8746 7333 | 83.12 7693 | 6841 62.65 | 78.19 73.58 | 87.73 8394
Label Flipping Attack 9208 8731 | 85.14 79.69 | 77.17 69.61 | 8382 8215 | 80.23 7250
Sample Poisoning Attack 71.82  87.69 | 8204 7129 | 69.77 5851 | 86.16 8384 | 83.07  78.40
p-Norm Attack 86.13 8523 | 89.28  78.15 | 89.15  83.17 | 89.55 87.19 | 86.08  87.50
Gradient Ascent Attack 82.87 89.45 NaN* NaN* NaN* NaN* NaN* NaN* NaN* NaN*
Median Shift Attack 89.83 8638 | 92.18  83.18 | 89.36 8553 | 88.14 8657 | 86.55 8593
Krum Median Shift Attack 88.67 70.16 | 89.17 8425 | 91.03 8750 | 87.57 8439 | 8832  81.79
Basic Backdoor Attack 89.78  94.02 | 7837 7329 | 6247 5923 | 7618  72.16 | 82.12  82.26
Blending Backdoor Attack - 78.63 - 69.10 - 66.03 - 74.87 - 84.54
Distributed Backdoor Attack - 81.86 - 67.45 - 63.80 - 79.44 - 80.24
Constrain-and-Scale Attack - 73.23 - 68.62 - 69.29 - 73.38 - 61.16
Cosine-Constrained Substitution - 92.37 - 89.43 - 89.72 - 85.19 - 92.15
* indicates attacks ignored due to invalid model outputs (e.g., None values)
" indicates the model before distillation does not have this category label.

Attack increases from 14.02% to 81.28%. Similar enhance- ' '

ments are observed across Fashion-MNIST, CH-MNIST, and N

HAR datasets, where attacks such as Krum Median Shift show g

gains exceeding 40 percentage points. These outcomes confirm

that core features from the source domain are preserved, Phars T e T

while retrained classification layers rapidly adapt to new data T T e e T T e e

distributions and attack patterns. Although minor accuracy (a) (b)

reductions occur in benign (“No Attack™) scenarios on some
datasets, these are outweighed by significant attack detection
improvements, indicating an balance between adaptability and
stability. This selective fine-tuning enables reliable generaliza-
tion of malicious participant recognition to evolving federated
learning environments.

Knowledge distillation serves as a pivotal technique for
extending malicious participant detection coverage without
full model retraining, enabling continuous learning of novel
attack signatures while maintaining recognition capability for
both existing and emerging threats. As shown in Table IV,
we evaluate the detection accuracy across five datasets before
and after applying knowledge distillation. The experiment is
conducted in two phases. In the first phase (Before Distil-
lation), the defense model is trained using a limited set of
attack categories available in the pre-training corpus. During
the second phase (After Distillation), knowledge distillation
is employed to transfer the teacher model’s knowledge to a
student model, which is further exposed to new attack variants.
The student model is optimized jointly with classification
and feature alignment losses, and inherits the robust feature
extraction capabilities from the teacher while learning to
identify novel attack signatures. Attack types not present in
the teacher’s training set are indicated by “-”. As indicated
in the table, the baseline model achieves high detection
accuracy on known attacks but completely fails to detect
unseen attacks. Notably, after distillation, the student model
demonstrates substantial improvements in detecting previously
unseen attacks. For instance, achieving 92.37% accuracy on
CCS Attack for MNIST where no detection capability existed
previously, while for CH-MNIST it reaches 92.15%. Similarly,
NaN values represent Gradient Ascent Attack-induced invalid
outputs as previously described. This expansion comes with
marginal trade-offs: accuracy for certain known attacks like
“No Attack” on MNIST decreased from 87.46% to 73.33%, as
learning new signatures may temporarily dilute feature focus
on existing threats. However, as evidenced by the experimental
results, such declines remain within an acceptable range (no
more than 15%), and the added capability to recognize new
attacks makes this acceptable.

Fig. 5. Accuracy curves of basic backdoor attacks (a) and p-Norm Attacks
(b) on MNIST dataset with malicious participants f = 30%.

FL Round

FLRound

FLTrst FodAvg —— Forress FodAvg —— Forress -+

(a) (b)

Fig. 6. Accuracy curves of sample poisoning attacks (a) and Gradient ascent
attacks (b) on CIFARI10 dataset with malicious participants f = 60%.

<o Knm FLTrust - Knm

In summary, fine-tuning adapts models trained on one FL
task to another FL task within consistent threat scenarios with-
out full retraining which reducing training time. Concurrently,
knowledge distillation expands threat coverage by assimilating
new attack signatures on the same FL dataset while avoid-
ing complete model retraining. Both approaches substantially
decrease deployment overhead, enhancing practical viability in
real-world federated learning systems across diverse scenarios.

2) Accuracy of Global Model: The results in Table V
demonstrate the final-round accuracy of defenses under various
attacks. Under no attack (NA), FORTRESS achieves compet-
itive accuracy across all datasets: 95.5% on MNIST (slightly
below FedAvg’s 96.7%), 77.2% on F-MNIST, and 55.2%
on CIFARI10. This indicates minimal degradation of model
performance when no malicious clients are present, validating
FORTRESS’s design for fidelity preservation during federated
training. Fig. 5 illustrates Fortress performance against Basic
Backdoor Attacks (a) and p-Norm Attacks (b) on MNIST
dataset with f = 30% malicious participants, while Fig. 6
demonstrates its resilience against Sample Poisoning Attacks
(a) and Gradient Ascent Attacks (b) on CIFAR10 dataset under
f = 60% corruption. Collectively, these results demonstrate
Fortress’s capability to effectively identify malicious clients at
an early stage and maintain persistent defense against attacks
through its reputation-based framework.
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TABLE V
ACCURACY (%) OF DIFFERENT DEFENSES AGAINST VARIOUS ATTACKS ACROSS DATASETS (FL TASK PERFORMANCE)

Dataset | Defense |NA|__LF SP PN GA MS KMS BB BLB DBA CSB CCs
0% |30% 60%|30% 60%|30% 60%|30% 60%|30% 60%|30% 60%|30% 60%|30% 60%|30% 60%|30% 60%|30% 60%
FedAvg [96.7[53.4 12695 71.3[73.5 61.1[38.4 10.5]79.6 26.6[64.7 20.7[57.1 35.7|11.4 9.8 [62.9 10.0(82.2 65.4[10.0 10.0
FLTrust |90.6|96.7 87.9|93.6 93.7(69.7 75.1|88.7 89.3(95.9 91.9/95.0 83.9(77.2 91.3|10.1 20.7|80.4 72.8|77.1 75.3[10.9 10.3
MNIST |FORTRESS [95.5/96.1 83.1|95.3 95.495.5 95.7|96.3 96.2|96.2 95.7|95.6 94.7|81.0 61.3|818 74.2|76.8 79.5|84.5 68.995.8 96.2
Krum  [95.8]96.1 10.3]95.1 94.3|96.0 10.1| 9.8 9.8 959 95.9]95.3 19.1|81.3 9.8 |85.9 81.2|79.7 59.3|79.4 42.3|86.1 90.5
Trim  [95.6]95.8 10.2|94.8 94.6(93.9 11.2]95.6 96.0|96.5 95.1]95.9 93.4(71.8 9.8 [80.3 28.2|77.1 68.9|80.2 50.8|85.2 81.1
FedAvg |76.6]53.4 26.1[76.5 73.1[75.3 72.1[10.0 10.0|75.6 54.9|64.7 64.9]76.0 71.2]10.0 10.0|76.2 72.9(62.7 48.2|74.4 10.0
FLTrust |70.8|73.0 65.8|73.6 72.1|73.9 54.4|55.1 63.2|68.6 75.6(65.5 74.772.0 75.6(10.0 10.0|73.3 67.8|73.8 71.6(75.9 10.0
F-MNIST |FORTRESS|77.2|73.6 51.0|77.3 76.0|75.5 72.1|74.3 74.7|76.3 76.2|76.4 74.8|76.8 77.3|62.4 10.0|75.6 74.1|78.1 75.5|81.1 70.5
Krum  [60.4]76.7 10.6]75.9 74.2|76.3 75.5|10.0 12.5|744 10.0|76.0 10.0|76.2 73.7|76.7 75.2|75.4 69.1|75.6 70.7|76.9 10.0
Trim  |76.8]75.3 12.8/75.6 75.2|73.1 12.5|75.2 73.5|72.7 10.0|74.7 10.0|75.1 71.7|75.0 55.8|75.2 71.5|75.1 71.7|76.9 10.0
FedAvg |53.4[49.0 10.6]50.6 48.1[49.9 44.0[10.0 10.0[52.3 10.0[51.2 29.4[52.5 52.0[10.0 10.0[54.6 51.6(53.5 49.2[10.0 10.0
FLTrust |51.7/45.6 47.649.3 47.1|47.9 47.8|56.6 34.9|45.0 24.2|51.4 47.8|52.7 52.2|16.7 10.0[49.1 50.8|56.3 50.8|31.2 32.6
CIFAR10 |FORTRESS [55.2|47.9 21.7|51.6 47.0|45.5 47.1|52.9 54.7|46.9 14.4|53.8 33.5|53.7 44.2|56.1 10.0|51.3 41.4|31.6 33.766.1 44.3
Krum  [50.9|51.4 11.549.4 44.2|53.3 52.7|40.6 33.7|46.5 10.0|48.3 10.0|47.9 42.3|53.8 47.6|50.5 43.7|43.9 36.9|54.7 30.3
Trim  [49.2|44.5 13.2]49.1 45.0(39.8 17.2|49.1 45.8|34.9 10.0|46.7 10.0|48.1 44.9|432 31.648.4 43.9|50.1 47.6|52.7 10.0
FedAvg [659]62.9 60.5]57.0 65.7(85.9 80.4|16.8 16.8|72.2 82.6|79.4 16.8[72.9 75.4|16.8 41.9|16.8 58.1[30.6 76.3|16.8 16.8
FLTrust |69.7|24.1 70.8|51.2 53.4|18.2 74.6|16.8 51.0|54.2 83.7|16.8 80.7(44.9 75.8|16.8 40.8|18.5 72.9(40.8 69.8|16.8 16.8
HAR  |FORTRESS|66.1|66.7 68.5|68.4 65.3|67.1 63.7|62.0 68.6|67.6 65.7(68.3 68.5(61.6 65.0|17.0 33.1|67.3 64.7(69.3 64.7(67.3 68.1
Krum  [67.4]10.4 81.2|38.4 49.7|79.2 81.5|14.3 69.7|45.3 79.6|16.8 77.3|16.8 67.7|74.6 82.1|16.8 78.0|16.8 63.7|16.8 16.8
Trim  [62.7]10.7 83.3|46.8 53.8|16.8 72.6|16.8 58.5|27.7 82.4|52.8 80.1|16.8 16.8|64.3 75.2|16.8 72.9|16.8 70.7|27.6 16.8
FedAvg |62.4]532 10.6]50.4 53.8[55.8 50.9]19.8 50.2]62.9 20.5[57.1 13.2[22.9 11.9]20.5 12.3[40.5 13.4[38.6 13.7[13.1 123
FLTrust [49.1[12.9 11.7[13.2 24.5(14.2 14.0[12.8 13.3[13.4 142[17.3 13.9[12.6 14.1[12.6 12.4[13.8 13.2[12.6 13.9[12.4 10.0
CHMNIST | FORTRESS | 61.7 | 61.8 48.3|52.6 52.1|58.3 46.8|57.6 54.5|56.8 26.4|55.5 13.1|31.3 12.1|27.4 12.3|33.4 132|364 14.1|58.5 60.2
Krum  [62.7]52.8 12.1|58.6 14.1|56.7 52.1|50.5 38.253.9 12.9|51.1 11.5|48.2 11.9]53.7 52.1|57.8 13.2|53.1 13.7|52.8 123
Trim  |61.860.4 11.9]56.0 23.2|47.6 14.6|55.2 47.1|52.1 14.2|53.8 13.2|41.6 11.9|55.7 317|473 132|503 13.7|56.6 12.3
While not universally optimal, FORTRESS maintains cer- ' '
tain accuracy across multiple threat scenarios where other
defenses may fail. For example, under 60% malicious clients
on MNIST, FORTRESS sustains 95.7% accuracy against
p-norm attacks, outperforming FedAvg (61.1%) and FLTrust O T T

(75.1%). Similarly, against Gradient Ascent attacks on MNIST
at 60% corruption, it achieves 96.2% accuracy, far exceeding
FedAvg’s 10.5% and Krum’s 9.8%. On F-MNIST, FORTRESS
retains 76.0% accuracy against sample poisoning attacks
at 60% malicious clients, surpassing alternatives like Trim
(75.2%). These results highlight its resilience even under
extreme adversarial conditions. Additionally, FORTRESS par-
tially mitigates backdoor threats but shows limitations at high
corruption rates. Against Basic Backdoor attacks on MNIST
with 30% malicious clients, FORTRESS achieves 81.0%
accuracy, higher than FedAvg (57.1%) though below FLTrust
(91.3%). For Blend Backdoor attacks on CIFAR10 at 30%
corruption, it attains 56.1% accuracy. However, effectiveness
diminishes at 60% malicious clients: under Blend Backdoor
attacks the accuracy drops to 10.0% on CIFAR10. Notably,
high corruption rates inherently degrade model performance
(e.g., FedAvg drops to 35.7% for Basic Backdoor on MNIST
at 60%), suggesting backdoor attacks may be less pronounced
when global model integrity is already compromised.

Fig. 7 and Fig. 8 illustrates the accuracy curves of CCS
Attack. These figures demonstrating cross-dataset consistency
in CCS attack behaviors. These collective results establish that
at lower corruption rates (f = 30%), CCS Attack systemati-
cally impedes global model convergence speed across diverse
defenses and datasets, while higher corruption rates (f = 60%)
induce performance oscillations and non-convergence during
late training stages. The Fortress maintains resilience against
this spectrum of CCS threats by leveraging the inherent param-
eter sparsity signature as a core detection feature, enabling
robust mitigation throughout the training lifecycle.

Fig. 7. Accuracy curves of CCS Attack with malicious participants f = 30%
(a) and f = 60% (b) on Fashion-MNIST dataset.

FL Round

FL Round

FLTrst FodAvg = Fortross -+

(a)

Keum FLTrust FodAvg —— Forross

(b)

Fig. 8. Accuracy curves of CCS Attack with malicious participants f = 30%
(a) and f = 60% (b) on Fashion-MNIST (a) and CIFAR10 (b) datasets.

VIII. CONCLUSION

This paper introduces FORTRESS, a novel defense
mechanism for federated learning (FL) that mitigates the
impact of malicious participants through a robust encoder-
decoder architecture. By dynamically adjusting client update
weights and integrating reinforcement learning with trust
bootstrapping, FORTRESS effectively detects and sup-
presses malicious updates while maintaining certain accu-
racy. Experimental results, based on two metrics—the
accuracy of detecting malicious participants and the
global model accuracy—demonstrate its effectiveness, robust-
ness, and adaptability across diverse datasets and attack
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methods. Moreover, the fine-tuning of the encoder on sim-
ulated attack scenarios and the use of knowledge distillation
enable FORTRESS to adapt to evolving adversarial behaviors,
ensuring long-term reliability in dynamic FL environments.
Overall, FORTRESS provides a practical and effective solution
for securing FL systems against adversarial threats in real-
world scenarios.
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